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Abstract

The dependencen Mobile Networks is growing. The succesof the Internet
was followed by Denial of Serviceattacks. What if the samehappengo Mobile
Networks?This papergivesanintroductionto the concepbf RadioJammingandex-
ploresjammingresistancef two popularmobilenetworks: GSMandWLAN. Radio
interfacesof the two systemsare analysecandeffective jamming-to-noiseatiosare
calculated.Basedon theresults,suggestion®n how to increasehe jammingresis-
tanceof the networksaregiven.
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1 Intr oduction

When authorizedusersare not provided a requestedervicewithin a definedmaximum
waiting time, we saythata Denial of Service(DOS)violation hasoccurred6]. Probably
the first DOS attackusedin electroniccommunicationsvasthe jammingof military ra-

dio frequencies.In military termsjammingis the "soft kill* part of an ElectronicAttack

(EA), which focuseson the offensive useof electromagnetispectrumor directedenegy

to directly attackenemycombatcapability[19]. Mobile networks have madeit possibleto

perform DOS attacksagainstcivilian networks by usingcommunicationgammingtech-
niques. This paperexploresthe threatscausedby jammingto mobile networks andthe

vulnerability of GSM andWLAN systemdgo jamming attacks. Someother DOS attack
methodsagainsthetwo networksarealsobriefly described.

A large portion of presenimobile systemsperatein the UHF bandi.e. frequenciegrom
300MHz to 3 GHz. In the UHF band,obstaclesuchashbuildings causea lot of attenua-
tion, andthereforeradio wavespropagatealmostcompletelyalongtheline-of-sight. Base
stationsare usuallylocatedin relatively openspaceandusewide beamantennasn order
to cover alarge areaandarethereforevulnerableto jamming. Eventhe narrav-beamim-
plementationef UHF have relatively largeantenndeamwidths. Therefore gspeciallyfor
satellitecommunicationsUHF doesnot offer protectionfrom jammingandcanbe easily
disturbedusingunsophisticatetechnique$19].

Jammingis performedby transmittinga signalto the receving antennaat the samefre-
queng bandor sub-bandasthe communicationgransmittertransmits. It is importantto
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noticethattransmissiorcannever bejammed- jamminghindersthe receptionatthe other
end. Theproblemherefor thejammeris thatonly transmittersanbefoundusingdirection
finding andthe location of the target mustusually be known by the jammerasjamming
power is never infinite. Transmitterscanbe attacled by meansof physicaldestructionor
by High Paver Microwave (HPM) weaponsthatcancausdransmittercircuitsto malfunc-
tion. HPM is not discussedn this paper Jammings successfulvhenthe jammingsignal
deniesthe usability of the communicationgransmission.In digital communicationsthe
usabilityis deniedwhenthe errorrateof thetransmissiorcannotbe compensatety error
correction.Usuallya successfulammingattackrequireghatthejammerpoweris roughly
equalto signalpower attherecever.

The effectsof jammingdependon the jamming-to-signatatio (J/S),modulationscheme,
channelcoding and interleavring of the target system. If the jammerdoesnot have the
outputpower to jam a wide bandcontinuouslyit canincreasets instantaneougmming
level by pulsedjamming. In pulsedjamming,the jammersweepsa large bandjamming
eachnarrav sub-bandor ashortperiodof time. [14]

Jamming-to-Signatatio (ignoring propagationeffects) can be calculatedaccordingto
Equationl. [19]

J_ P;G;+G,;R: L, B, 1)
S PGyGrR3LiB;

where

P; = jammerpower

P, = communicatiortransmittempower

Gjr = antenngjain,jammer==- communication(comjecever
G, = antennajain,comrecever —> jammer

G+ = antennagain,comrecever —> comtransmitter

Gy = antenngjain,comtransmitter—> comrecever

B, = communicationsecever bandwidth

Bj; = jammingtransmittetbandwidth

Ry, = rangebetweercommunicationsransmitterandrecever
R, = rangebetweerjammerandcommunicationsecever
L; = jammersignalloss(including polarizationmismatch)
L, = communicatiorsignalloss

An examinationof Equationl indicatesthatthe jammerERP (Effective Radiated”ower),
whichis theproductof antennggainandoutputpower, shouldbehighif maximaljamming
efficiengy is required. On the otherhand,in orderto preventjamming,the antennagain
toward the communicatiornpartnershouldbe as high as possiblewhile the gain towards
thejammershouldbeassmallaspossible As the equationshavs, the antenngattern the
relationbetweerthe azimuthandthe gain,is avery importantaspecin jamming.

Distancehasa stronginfluenceon the signalloss. If the distancebetweenjammerand
recever is doubled,the jammerhasto quadrupleits outputin orderfor the jammingto
have the sameeffect. It mustalsobe notedherethatjammerpathlossis often different
fromthecommunicationpathloss.In amilitary ervironment jammersareoftenlocatedn
aircraft, helicopterspor UnmannedAerial Vehicles(UAV) asthe line-of-sightpropagation
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givesthemanadwantageover communicatioriransmitterdocatedon theground.

Most digital communicationsystemsequirea synchronisatiorsignalto be transmitted
betweerthecommunicatinglevices.Jammingcanbeconcentratednthesynchronization
signal,cutting effectively the entiretransmissionSynchronizedystemsarevery vulnera-
ble to jamming.Oncethe synchronizations lost, thejammercanendits transmissiorand
restartiamming after resynchronisatioms achieved. However, it is usually very difficult
for thejammingsystemto know whenthe synchronisatiors lost. [15]

Classicjammingtransmissions simply band-limitednoise(barraggamming,denialjam-

ming). The objective is to inject aninterferencesignalinto the communicationgrequenyg

sothatthe actualsignalis completelysubmeged by the interference.Dependingon the
transmissionsomeotherwaveform might be more effective. Waveformsusefulfor jam-

ming include noise-modulated~M, noise bursts, CW tones(spotjamming), and swept
signals(swept-spojamming). Usually it is usefulto usea jammingwaveform similar to

thewaveformbeingjammed.Deceptve jammingthatusespreviously recordedplay-back
signalscanalsobeused.[19]

2 Spread-spectrumradio techniques

Spreadspectrumis a radio technologythat makes eavesdroppingdirection finding and
jammingdifficult. In spread-spectrumommunicationshe signalis spreadn accordance
to a pseudorandomodeover a frequeng bandexcessof the minimum bandwidthneces-
saryto sendit. Despreadings accomplishedhroughcorrellationwith the code. Several
spread-spectrurtechniquesxist. The two mostcommononesaredirectsequencéDS)
andfrequeng hopping(FH). Two or moretechniquesanbe combinednto a hybrid form
of spreadspectrum.

Spread-spectrutmmodulationwasoriginally developedfor military applications.In mili-
taryradioervironmenttheability to resisammingis veryimportant.Lately, mary civilian
applicationshave utilisedtheuniquecharacteristicef spreadspectrumasit providesmul-
tipathreductionandmakes multiple-accessommunicationgossible.In multiple-access,
anumberof usersshareacommonchannelwithoutanexternalsynchronisingnechanism.

In DS transmissionthe signalis spreadover the entire bandby a randombinary string
(the spreadingcode). A numberof userscanusethe sameband,causingonly relatively
small interferenceto eachother Protectionagainstiammingwaveformsis provided by
purposelymakingthe communicationsignaloccuyy afarwider bandwidththanthe min-
imal necessarpandwidth.This causeshe communicationsignalto resemblenoisesoas
to blendit into thebackground.

Onebit of datais mappedonto a patternof several "chips" in the frequeng plane. The
numberof chipsthatrepresenbnebit of datais calledthe spreadingatio. The choiceof

the spreadingatio is very important. If it is greater the interferenceeffectsarereduced;
if smaller it will make betteruseof the spectrum[16]. The gainin signal-to-noiseaatio
obtainedby the use of spread-spectruns called processinggain. Processinggain for

Direct-sequencepreadspectrum(DSSS)canbe calculatedusingEquation2 [19].
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wherer, is the chiprateandr, themessagasymbolrate.

For example,if the processingyainis 30 dB, thejammerwould have to increassts jam-
ming power by 30dB in orderto offsettheaddedorotectionof thespreadingSimilarly, an
eavesdroppeor adirectionfinderwould have a 30dB disadwantagecomparedo afriendly
recever in beingableto detectthe signal. A higherprocessingyain makesjammingmore
difficult. If therequiredjamming-to-signaratio for effective jammingis known, the gain
canalsobe calculatedaspresentedn Equation3 [4].

E J
G;D = (_s)output + § + Lsystem (3)

Ny
where (E, /No)output 1S the theoreticaloutput signal-to-noiseratio per symbol. (J/S)is
the jammingmaigin (the jammingsignalpower relative to the desiredsignalpower), and
Lgystem is thesumof the systemimplementatioriosses.

An exceptionmustbe notedhere- the "nearfar” problemin jamming. If the jamming
transmitteris very closeto the recever but the communicationsignal comesfrom far
away, thejammermight geta "power advantage'andthereceptionof the wealer signalis
notpossiblegvenif it would betheoreticallypossiblebecaus®f the processingain. [2]

In FH, the signalhopsfrom subchanneto subchannetransmittingshort burstsof data
at eachchannelfor a set period of time (dwell time). The hoppingsequencemustbe
synchronised.Thereare two kinds of hoppingradiosavailable - slov andfasthoppers.
Slow hopperschangeheir frequenyg at a paceof 50 to 500 hopspersecond.FH systems
canbejammedwith narrav-bandor wide-bandammingsignalsor thejammercansweep
theentireband[15].

If the jammerspreadsts enegy over the entire frequeng rangeof the communication
signal,FH systemdhave the processingyainpresentedn Equationd [19].

_ P
Bm

Where 3, is the frequeng bandover which the hoppingoccursand 3, is the message
bandwidth.

Gp (4)

If the jammerpower is not sufiicient to jam the entire bandof the FH transmissionthe
jammershouldhop along(follow-on jamming). This is quite difficult as,in modernsys-
tems,the jammerdoesnot know the frequeng of next hop. Slov hopperswith 100 hops
perseconddwell on eachfrequeng for approximatelylO ms. To jam a very errorresis-
tantsignal,roughly 20% of the bits shouldbein error Therefore thejammermustbegin
jammingin at most8 ms, not countingthe signaltravel time [19]. It mustbe notedthat
it will take sometime for the jammerto tuneinto the new frequeny, startjamming,and
increasghejammingpowerto thenecessarievel. Radiosignalspropagatesofastthatthe
geometryanddistancedbetweerthecommunicationsransmitterrecever, andthejammer
have virtually no effect ontherequiredresponseime for the follow-on jammer [15]

4
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Today protectionagainssophisticatedast-follover military jammerswvould requireahop
rate of 10,000hopsper second[19]. Thesejammersare ableto follow even a pseudo-
randomfrequeng hopping sequencéecauseafter the transmitterhops away from the
previousfrequeng, the jammerscanghe entirebandin searchor the new frequeng and
startsto jamagain[15].

Increasechoppingrate doesnot changethe bit-errorrate of the communicationsignal.
This is dueto the factthat, althoughon slonv hoppingsystemghe jammedsequenceare
longer in fasthoppingsystemshey appeamoreoften. A fasthoppingsystemgivesan
adwantageonly againsfollow-on jammers.[15]

3 DOSattacksagainstGSM

3.1 Description of the GSM systemand radio interface

In the GSM network, the BaseStationSubsysten{BSS)takescareof theradioresources.
In additionto BaseTrancever Station(BTS), the actualRF trancever, BSS consistsof
threeparts. Thesearethe BaseStationController(BSC), which is in chage of mobility
managemendndsignallingon the Air-interface betweenMobile Station(MS), the BTS,
andthe A-interfacebetweerBSSandMobile ServicesSwitchingCenter(MSC).

The GSM Air-interface usestwo different multiplexing schemes: TDMA (Time Divi-
sion Multiple Access)andFDMA (Frequeng Division Multiple Access). The spectrum
is divided into 200 kHz channelfFDMA) and eachchannelis divided into 8 timeslots
(TDMA). Each8 timeslotTDMA framehasa durationof 4,6 ms (577 us/timeslot)[20].
The GSM transmissiorirequenciearepresentedn Tablel.

Downlink Uplink
GSM900 | 935-960MHz 890-915MHz
DCS1800| 1710-1785VIHz  1805-1880MHz

Tablel: GSMfrequeng bands

Thetimeslotsarecalled physicalchannels.A physicalchannelis full duplex andseveral
logical channelsansharet. The GSM systemhasseveraldifferentlogical channetypes.
In additionto traffic channel{ TCH), the GSM systemhascontrolchannels.

Whena MS entersthe network, it first looks for beaconfrequencief the nearbyBase
Trancevers by scanningall possiblechannels. All basestationstransmittheir beacon
frequenciesat a fixed frequeng and power level. The MS finds the beaconfrequeng
by searchingthe frequeng with the highestsignal level for a timeslotwith a sequence
of "00000..."- a sinevave - which is transmittedon the Frequeng CorrectionChannel
(FCCH).FCCHis onelogical channein the physicalchannetalledthe BroadcasControl
Channel(BCCH) andit is usedfor bit sychronizationBCCH is alwayson the O-timeslot
of thebeacorirequeng. [17]

After MS achievesbit synchronizationit findsthe SynchronizatiorChannel(SCH) from
the BCCH physicalchannel Fromthe SCH,the MS derivesframesynchronizationThen
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the MS canfind the logical channelBCCH alsolocatedin the physicalchannelBCCH.
The logical channelBCCH transmitsimportantBTS information suchasthe frequeng
hoppingsequencegtherfrequenciesandneighbouringcells. [18]

In additionto thethreedownlink controlchanneld=CCH,SCHandBCCH, therearealso
three call control logical channelslocatedin the physical channelBCCH. The Paging
Channel(PCH) is usedwhen the network wantsto contactthe MS. The MS monitors
all PCHchannelonthe BCCH-frequeng. Whenthe MS is turnedon, the network knows
the locationarea(LA) wherethe MS is located. A locationareamay consistof several
cells. Thusthe MS is pagedn all cellsin theLA. The MS recognises pagedirectedto it
by theidentity numberin the paginginformation(eitherIMSI - InternationaMobile Sub-
scriberindentity or TMSI - TemporaryMobile Subscribetdentity). Whenthe MS wants
to requestservicefrom the network or it is replying to a page,it sendsa servicerequest
on the RandomAccessChannel(RACH). The network repliesto a requestrom the MS
ontheAccessGrantChannel(ACH). Thecombinatiorof PCHandAGCHis oftencalled
PAGCH (Pagingand AccessGrantChannel) but this nameis not denifinedin the GSM
Specifications.Table 2 presentdogical control channeldocatedon the physicalBCCH
channel [20]

Downlink 1. Frequeng CorrectionChanne(FCCH)
2. SynchronisatiotChanneSCH)
3. BroadcastControl Channe(BCCH)
4. PagingChannelPCH)
5. AccessGrantChanne(AGCH)
Uplink 6. Randomaccesshanne(RACH)

Table2: GSM controlchannels

The MS measureshe Signal-to-Noiseatio of cellsfrom BCCH andthelocationupdates
aredecidedaccordingo thesaneasurementsults. TheMS keepsalist of thebestBCCH-
frequenciesaccordingto the selectioncriteriausedby the operator In a multi-frequeng
cell, only onefrequeny is requiredto have the BCCH onits O-timeslot.

During a call, MS transmitsandreceves on its own Traffic Channela burstonly in one
of the eighttimeslots. During the othertimeslots,the MS monitorsthe BCCH levels and
informationon the neighbouringcells. The GSM systemusesslow Frequeng Hopping
(FH), which meanghatthe frequeng changesfter eachburst(onceevery 4.6 ms). The
useof FH is optionalfor GSM networksbut all GSM phonegnustsupportit. All physical
channelsexceptthe O-timeslotof BCCH-channekcanhop. A 6-bit Hopping Sequence
is transmittedon BCCH andboth MS andBTS have a frequeng list indicatingto which
frequenciesaandin which orderto hop. The hoppingalgorithmis presentedn [20]. The
uplink hoppingfollows the downlink hoppingwith afixeddelay [18]

Pawer control is optional for the the BTS, and BCCH mustusea constantpower level
becausef the measurementsarriedout by the MS. Power control is triggeredby field
strengthand receptionquality measurementat the BTS or MS. If the measuremerdyv-
eragefrom a 480 ms periodis not within the limits, the outputpower in the otherend of
the connectionis alteredaccordingly[18]. The GSM maximumtransmittingpowersare
presentedn Table3.
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max min
GSM900
MS 39dBm* 5dBm
BTS 58dBm 9dBm
DCS1800
MS 30dBm 0dBm
BTS 46dBm 17dBm

) Only for carantennasThe maximumtransmittingpower of GSM900handphonesin
the marketis 37 dBm. Accordingto the specificationspower is adjustedn 2 dB steps.

Table3: GSM systentransmittingpowers[21]

The GSM signalusesGaussiarMinimum Shift Keying (GMSK) with a modulationindex

of 0.5andamodulationspeedf 271 kbps. Thenormalisebandwidth(W T;) of the Gaus-
sianfilter usedbeforethe modulationstageis 0.3. GMSK belongsto the Frequeng Shift
Keying (FSK) family andis robustagainstadingandinterference Ninety-ninepercentof

the power of the GMSK signalis confinedto a bandwidthof 250kHz. This meansthatfor

all practicalpurposesGSM sidelobesrevirtually zerooutsidethe 250kHz andthe effect
of co-channeinterferencas practicallynggligible. [11]

Therequiredbit errorrate(BER) beforeary errorcorrectionfor astaticchanneis lessthan

10~% [21]. Thisrequiresthea S/N-ratioof 9-12dB. With adwancedViterbi decodersthe

minimum S/N canbeaslow as4-8 dB [14]. Viterbi demodulatioris amaximumlikehood
techniquewhich finds the most probableemitted sequenceccordingto assumption®n

the possiblesignalsand on the noise[22]. The interferencds specifiedasuncorrellated
andrandomGSM signal.

3.2 Jamming of the GSM System

Frequeng Hoppingin GSM is intendedfor the reductionof fastfading causedyy move-
mentof subscribersThehoppingsequencenay useup to 64 differentfrequencieswhich
is a smallnumbercomparedo military FH systemslesignedor avoiding eavesdropping
andjamming[14]. Thejammercanalsolistento BCCH andderive the hoppingsequence
in advance.Also, thespeedf GSM hoppingis justover 200hops/swhich canbefollowed
by afollow-onjammer GSM FH providesno real protectionagainsjammingattacks.

FH doesmale it difficult for directionfindersto locateaMS, asMS sendon eachchannel
for only onetimeslot, thatis 577 us at a time. Only DF equipmentthat candetermine
the directionin lessthanthattime or canfollow the frequeng hoppingcan pinpointthe
direction.

GSM systemhasa very efficient interlearing andforward error correction(FEC) scheme.
This leadsto the assumptiorthat jammerscan gain no advantagefrom pulsedjamming
[14]. In [14] it wasshawvn thatasthe specifiedsystemS/Nratiois 9 dB, ajammerrequires
a5 dB S/Jin orderto succesfullyjam a GSM channel. The optimal GSM S/N is 12 dB,
afterwhich the systenstartsto bedisrupted.

GSM systemis designedo withstandsuddercutsin Traffic ChanneTCH) connections.
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Thesecuts are normally causedby brutal propagationlossesdue to obstaclessuch as
bridgesor tunnels. A connectioncanalsobe cut if the userdetachesviS batteryin the
middle of the connection. Another cell could often be usedto continuecommunication
whenthe original BTS haslost connection. The GSM architectureprovidestwo prode-
duresfor this: handwer whenthe connectionis still available and call re-establishment
whenthe original connectioris totally lost. Handover decisionsaremadebasedon trans-
missionquality andreceptionlevel measurementsarriedout by the MS andthe BTS. In
jammingsituationscall re-establishmeris probablythe procedurehe network will take
in orderto re-connecthe jammedTCH. At the momentwhenconnectionis lost, a timer
startsticking in the MSC. If re-establishmeris not achieved whenthetimer hasreached
the maximumtime setby the operatorthe connectioriossis total [17].

It is clearthatuplink jammingis in mostcaseseasierthandownlink, asthe basestation
antennais usually locatedin a mastor a high building. This makesit economicalfor

the jammerto overpaver the small maximumoutputof MS. In casethe jammerwantsto

jam only the traffic sentby a single MS, it shouldbe able to distinct the burstssentby

the taget and jam only them. If the cell usesfrequeng hopping,the jammermustbe
ableto follow the MS transmitfrequeng. This is very difficult comparedo the effect

andmalkes it more feasiblefor the jammerto jam all availabletraffic channels.Uplink

TCH jammingis further hinderedby handwersandcall re-establishmentBasically the
handwer possibility demandghat, in additionto the TCH, at leastthe RACH control

channelsof all BTSsin the areaneedto be jammedin orderto cut transmission.If the
goal of jammingis to cut existing connectionsthe jamminghasto last at leastuntil the
call re-establishmertimer atthe MSC expiresandthe connectioris releasedThis means
thatanexisting call canbe cutby afew second®f effective jamming.

In a more cost efficient scenario,the jammershouldtarget the RACH control channel.
Thiswould preventall MSsfrom requestingary servicefrom thatcell. Notethatnetwork
originatedcallsalsorequirethe MS to requesserviceon RACH. This jammingtechnique
will not cutactive callsandis thereforeineffective in somesituations.An exampleof the
requiredpower for RACH jammingis shavn in Figurel.

The GSM RACH randomaccesschemas very simple: whena requestis not answered,
the mobile stationwill repeait afterarandomintenal. The maximumnumberof repeti-
tionsandthetime betweerthemis broadcastegularly on BCCH. After a MS hastried to
requesserviceon RACH andhasbeenrejectedjt maytry to requesservicefrom another
cell[17]. Thereforethe RACH channelsf all BTSsin the areashouldbejammed.

Fromanexaminationof the GSM channelrchitecturet is obviousthatdownlink Control
Channelg§FCCH,SCHandBCCH) shouldbetamgetedif theexistenceof acell needdo be
hiddenby jamming[14]. Thesechannelsareeasyto recogniseandusea constanipower
output. By jammingthe synchronisatiorinformationit is possibleto preventthe MS from
detectingavalid GSM network atall.

The GSM systemhasa featurethat further easegamming operations:the systemgives
feedbackto the jammeraboutjammingefficiengy by increasingall power agile channel
power levels whenthe jammingis successfu[14]. This makesit easyfor anintelligent
jammerto optimiseits useof power. Usually the efficiency of ajammingattackis very
difficult to determinewhich leavesthejammerin doubt.
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Communications Jamming ERP (ERPj = 3 watts)
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Figurel: Exampleof RACH jammingeffectivenessalculatedusingEquationl. Antenna
gaintowardsboththe MS andjammeris supposedo be 12 dBi. Jammerantennagainis
also12 dBi. MS hasa maximumoutputpower of 2 W. Distancefrom Jammerto BTS is
twice thedistancebetweerMS andBTS. As theneeded)/Sfor GSM jammingis -5 dB the
neededERP (horizontalaxis) canbe seenfrom thegraph(2.5W).

3.3 Jamming efficiencyand avoidance

As mostGSM traffic todayis still circuit switchedvoice communicationsa very efficient
jammingattackdoesnot have to sustainammingefficiengy. If aphonecall is cutevery 5
secondsthe servicecancertainlybe consideredlenied. SMS messagesnly needa few
seconddor transmissionandnot eventhatbecausehe sendingMS doesnot necessarily
have to wait for anacknavledgemenfrom the sener. CompleteDenial of Servicewould
thereforerequirethatMS cannotrequestry servicefrom the Network.

The GSMradiointerfaceis resistanto interferencecomparedo mostpublic mobiletele-
phonesystems.The greatesproblemfor withstandingiammingfor GSM is its channel
architectureThe controlchannelsareeasyto isolateandjam. Jammingthe receptionof a
singleMS is quite difficult asits locationis difficult to determineusingDirection Finding
(DF). Thereforejammingattacksshouldconcentrateon the uplink and especiallyuplink
RACH controlchannel.As mostBTSsarelocatedin high placesuplink jammingseems
to bethejammingmethodof choiceagainstGSM.

Existing connectionsan be cut by jammingthe Traffic Channelusedby the connection
andtheRandomAccessChannel®f all othercellslocatedn thearea.Thiswill preventthe
systenmfrom re-establishinghe connectiorthroughsomeotherbasestation. Thisjamming
hasto be sustaineduntil the network endsits attemptto re-establishithe lost connection.
This usuallymeanghatthe channeldave to bejammedfor atleastafew seconds.
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Effectsof jammingcanbereducedby usingdirectionalantennasn BTSs. Thecell sizes
shouldbe assmall aspossiblein orderto make full useof the limited maximumoutput
power of the MS equipmentandto increasehe numberof possiblecall re-establishment
cells. GSM phonescould also usedirectionalantennasbut that would reducetheir mo-
bility. Frequeng Hoppingin GSM is too slow to reducethe effectsof jamming. It does,
however, make jammingtametidentificationmoredifficult becausét hindersDF.

3.4 Other denial of service methods

A man-in-the-middlettackcanbe madeagainsiGSM encryption.Becausén somecoun-
tries encryptionis forbidden,the GSM standardhasencryptionasan option only. This
flaw is not dangeroudy itself, but becausea MS doesnot authenticatehe BTS, it can
be usedfor earesdropping.An attacler canpurchasebasestationequipmentand setup
a BTS of his own with encryptionturnedoff. MS will connectto attaclersBTS, if it has
the characteristic®f the operatoranda bettersignalthanthe bestof "real" basestations.
The phory or spoofedstationsits betweenMS andBTS forwarding (andintercepting)all

traffic betweerthemwithout eitheroneknowing thatit is there.[7]

The Man-in-the-middleattackcouldalsowork asa Denial-of-Serviceattack. The attacler
could senda "busy" signalto the MS eachtime it wantedto placea call and"forget"” to
forwardary callsto theMS. Also, it is possiblefor theBTSto respondo a servicerequest
onthe RACH with amessagéorbiddingthe mobile stationto accesthe channelwithin a
specifiedime. Unlike in acollision situation,the MS is requiredto stayin theservingcell
uponreceving sucha messageynlesst relocateso anothercell becaus®f measurement
results[17].

Therearealsoothermethoddor GSM DOS.CertainGSM equipmenhave flawsthatmalke
it possiblefor attaclersto launchaDOSattackagainsthem. An exampleof suchanattack
is the SMS DOS attackthreatfoundin Nokia phonesn August2000[9].

4 DOS attacks againstiEEE802.11bWLAN

4.1 Description of WLAN systemand radio interface

ThelEEE 802.11standardlefinesthreephysicallayersto be usedin WirelessLocal Area

Network (WLAN) transmissionstwo spread-spectrurmadio techniquesand an infrared

(IR) specification. IR WLAN is not within the scopeof this paper The radio-based
standardoperatewithin the industrial, scientificand medical (ISM) bandat 2.4-2.4853
GHz. Thesefrequenciesrerecognizedy internationakegulatoryagenciessuchasFCC

(USA), ETSI(Europe)andMKK (Japanfor unlicencedadiooperationsThismeanghat

aslong asregulatoryrequirement®f transmittingpower andbandwidthare met, aryone

canoperatea transmitterat the ISM bandeven without a licence. IEEE 802.11radiated
power (ERP)in the EU is 1-100mW. In the USA, WLAN andotherISM equipmenican

havzeanERPupto 1 W.

In aWLAN systemusingfrequeng the hoppingtechniquethefrequenyg bandis divided
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into 75 differentl MHz subchannelsvith dwell timesof no longerthan0.4 secondsThe
senderandtherecever agreeon a hoppingpattern anddatais sentover asequencef sub-
channelsEachcorversationwith the network occursover a differenthoppingpattern,and
the patternsaredesignedo minimize the chanceof two senderaisingthe samesubchan-
nel simultaneouslyFHSSusestwo- or four-level FSK modulationschemewith respecire
modulationindicesof 0.32and0.16. FH limits thetransmissiorspeedof WLAN systems
to 2 Mbps becausehe bandwidthof eachsubchanneis only 1 MHz. If the whole band
of 75 channelds usedeffectively, asrequiredby theregulations the systemmusthop of-
ten. The 1 MHz bandwidthlimits thetransmissiorspeedandthe hoppingfurtherreduces
it becausef hoppingoverhead.Sinceevery hop causesomelapsesn communications
dueto tuningandpower adjustmentthe hoppingratecausesanoverhead11 Mbps(IEEE
802.11b)WLAN systemslo notuseFH evenon speed®f 1-2 Mbps. [1]

In thedirectsequencenode the bandis dividedinto 13 different22 MHz subbandsOnly
threeof thesesubbandsre completelynon-orerlappingandonly thesethreecanbe used
on 11 Mbps systemgIEEE 802.11b). IEEE 802.11usesan 11-chip Barker sequenceo
encodeall datasentover the air. Eachll-chipsequenceepresenta singledatabit. A
sequencés corvertedinto a symbol(waveform)thatcanbe sentover theair. Symbolsare
sentattherateof 1 MSps(million symbolspersecondandthe modulationdepend®nthe
datarate. In IEEE 802.115.5and 11 Mbps datarates,Barker sequencearenot usedbut
insteada methodcalledComplementarfCodeKeying (CCK) is specified A descriptiornof
CCK canbefoundin [5]. CCK consistf 64 8-bit codewords. As a set,thesecodeshave
unique mathematicaproperties that allow themto be distinguishedeven in substantial
noise.The dataratesandmodulationtechniquesrepresentedn Table4.

DataRate CodelLenght Modulation SymbolRate Bits/Symbol
1 Mbps 11(Barker) DBPSK 1 MSps 1
2 Mbps 11 (Barker) DQPSK 1 MSps 2
5.5Mbps 8 (CCK) DQPSK 1.375MSps 4
11Mbps 8(CCK) DQPSK 1.375MSps 8

Table4: IEEE 802.11DSSSDatarates.[5]

802.11WLANSs usedynamicrateshifting allowing dataratesto be automaticallyadjusted
to compensatéor the changingnatureof theradiochannel.This meanghatin ajamming
situationthe jammeris ableto cuttransmissionf andonly if hecanjama1MbpsWLAN
radiochannel.

By regulations,a Direct Sequenc&preadspectrum(DSSS)systemin the ISM bandmust

have aminimumof 10dB processingain. With 1 Mbps 11 bit Barker codethe processing
gainis 10.4dB (usingEquation2) and,with 11 MbpsCKK, 11 dB [5]. Notethatary high-

ratemodulationis moresusceptibleéo jamming,multipathinterferenceandfilter distortion

thanlower ratemodulationbecausef the higherrequiredSNR (E; /Np). Processingain

is thereasorwhy DS is sojammingresistant.

11
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4.2 WLAN Medium AccessControl

Mostwireline LANs useCarrierSenseMultiple Accesswith Collision Detection(CSMA/CD)
asthe Medium AccessControl (MAC) protocol. WLAN systemsuseDistributed Founda-
tion WirelessMedium AccessControl (DFWMAC) schemedecauseof the "near/far"-
problem: in radio systemstransmissiordronns out the ability of the stationto "hear"a
collision. Distributed Co-ordinationFunctionCarrier SenseMultiple Accesswith Colli-
sion Avoidance(DCF CSMA/CA) avoids this problemby requiringthe recever to send
an ACK-messagéf the sentpaclet wasrecevedintact. If the senderdoesnot receve an
ACK or the ACK is notintact,the datais retransmittechfterarandomperiodof time.

CSMA/CA is a mandatoryMAC-schemen all WLAN products. It doesnot, however,
solwe all the problemsof accesgontrolin aradioenvironment. The hiddennodeproblem
shawn in Figure2 causesCSMA/CA to beineffective. Node C cannothearnodeA, soif
nodeA is transmittingto B, nodeC will notknow this andit maysendto B aswell. Only

B cansolwe this problem.[16]

Figure2: Thehiddennodeproblem

The IEEE 802.11optional solutionto the hiddennode problemis DCF with RTS/CTS.
Theproceduras thefollowing 4-way handshaé&[10]:

1. The senderlistensto the channelbeforeit sends. If the mediumis free for the
durationof a InterFrameSpacgIFS), the stationcanstartsendinga Readyto Send
messag€RTS). RTS containsthe destinationandthe durationof the transmission.
IFS depend®n theservicetype. If the mediumis busy, the sendehasto wait for a
freelFS and,additionally for arandomback-of time.

2. Thedestinatiorsendsa Clearto Send(CTS) messageThis messageellsthesender
thatit cansendwithoutthefearof collisionatthedestination{hiddennodeproblem).

3. Thesendesendsts datapaclet by paclet.

4. Thedestinatioracknavledgesthereceptiornby sendingan ACK-messagaftereach
received paclet. If apacletis notacknavledged,it is retransmitted.

One other standardisedolutionto the hiddennode problemexist: Point Co-ordination
Function(PCF).DFWMAC-PCFis an accessnethodthatsplits accesgime into a DCF-
periodanda PCFperiodwheretheaccessoint polls stationsaccordingto alist.

12
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4.3 Jamming of WLAN

Frequeng hoppingis designedo avoid narrav-bandjammingby hoppingfrom onefre-
qgueng to anotherin arapid pace.Interferenceon a singlefrequeng will only affect the
pacletssentonthatfrequeng. Ontheotherhand all bitswithin apacletaretransmittecbn
thesamefrequeny. Becausef this, bit errorswithin a paclket arenotuncorrelatecvents.
Thelow modulationindicesof 2FSK(0.32)and4FSK(0.16)resultin extremelyhigh sym-
bol cross-correlatioroeficients,0.85and0.95respectiely. High Cross-correlationvill

correspondo the spreadingof onebit effect on the modulatorover mary bit intenals. It
canbeassumedhata singlebit errorwill causethe paclet checksun{CRC)to indicatea
badpaclet, resultingin paclet errorandretransmission13]

Microwave ovenscanbe consideredisnarrav-bandsweptjammers.They operateon the
ISM bandandarethereforea sourceof someinterferencdor WLAN. In [13] it wasshavn
thatthesignalstrenghof aFHSSradiomustexceedammerpower from amicrovave oven
by 16 dB in the 1 Mbps modeand22 dB in the 2 Mbps modefor reliable transmission.
Theseresultscanbe generalisedor all narrav-bandnoisejammers.

Unlike FH, DSis notfrequeng agileandthusevennarrav bandjammingfalls mostlikely
in theband.DSSSsystemsreresistanto jammingbecaus®f the processingjaincaused
by the spreadingprocess. Also, the despreadingprocessconverts the remaininginter-
ferenceinto widebandwhite noiseandthe DBPSK/DQPSKmodulationmethodsaremore
power efficientthanthe FSK-methodemplo/edby FHSS As aresult,IEEE802.11DSSS
systemgejectabout90% of theenegy of ajammer Moreover, dueto the shortinter-chip
intenals, direct sequencingprovides good resistanceover narrav-bandfollow jammers
[19], althoughit might betheoreticallypossibleto follow the spikesin the spectrum.

11 Mbps CCK in Thermal Noise

10°

10

1000 byte Packet Error Rate

‘ ‘
155 16 16.5 17
Es/NO (dB)

Figure3: 11 MbpsCCK 1000byte Paclket Error Rate(PER)[5]

ThereferencePERis specifiedas8% andcanberelatedto BER of 10~5. Figures3 and4
shav thatfor 11 Mbps CCK, the (£, /Ny) at 8% PERis 16.6dB and,for 1 Mbps Barker
code,it is 9.6 dB. Systemimplementationossedor IEEE 802.11cardscanbe expectedo
be2 dB [4]. Thefollowing calculationscanbe madeusingEquation3:
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Signal-to—-Noise ratio Eb/No (dB) for DBPSK
T T T
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Figure4: DBPSKbit errorpropabilities.P, = %exp(—%) [2]

11Mbps CCK: (J/S)=Gp - (Es/Ng) - Lsystemn =11dB - 16.6dB-2dB=-7.6dB
1Mbps Barker 11 chip: (J/S)=10.4dB-9.6dB-2dB=-1.2dB

As canbe seenfrom the calculationsabove, 1 Mbps IEEE 802.11is 6 dB lessvulnerable
to jammingthan 11 Mbps connections.The calculationshavs that, in theory it takesa
0.8dB strongeljammingsignalto cuttransmissiorona WLAN connectionput if system
lossesare taken into account,the ratio dropsto -1.2 dB. [13] shaws that, not counting
the systemlosses,10% paclet error rateto IEEE 802.111 Mbps datarateis causedby
a relative jammerpower (Ey/Jy) of -1 dB andfor long pacletsby (E,/Jy) of 0.5 dB.
Thejammingfrequeny mustfall in bandwith the SpreadSpectrunmtransmissionln real
life situations,this bandmight be hardto find, althoughin WLAN thereareonly a few
channelgo choosdrom. Theeffectivenessaandpossibility of jammingis greatlyimpaired
by the useof spread-spectrunechniques.

4.4 Testresults

In orderto verify the correctparametergor WLAN jamming,a testwasperformed.The
testervironmentwas an Ad Hoc WLAN composedf two laptop computersequipped
with LucentTechnologiesVaveLAN Turbo 11 MbpsIEEE 802.11b-complianPCl-cards
(outputpower 8 dBm). The jammerwasa Marconi 2041 Noise Signal Generatowith a
maximumoutputof 13 dBm andan 11 dBi antenna.Signallevels wererecordedwith a
spectralanalysemandpulsewidthswith anoscilloscope.

In thetest,the WLAN connectionwassubjectedo differentjammingsignalsfrom pulse
narravbandAM to Wideband=M. Network speedvasmeasuredy sendingalargefile to
therecipientandmeasuringhetime. FilesweretransferredisingMicrosoft Network over
IPX/SPX.Theconnectionvasencryptedvith WEP 128-bitRC4.

ThetestWLAN usedthe ETSIISM channelnumber3 with centerfrequeny 2422MHz.
The bandwidthof 22 MHz wasin reality a 10 dB bandof 18 MHz. The effective file

14



HUT TML 2000 Tik-110.501Seminaron Network Security

-10 dBm [ T T

-30 dBm {——tf -

-50 dBm ! M MNL\ FJ

-70dBm ~— |

el | ot L! LA W bt

j
241 24225 2.435 GHz

Figure5: Spectrunof a|EEE 802.11btransmittermeasurediuringthetests.
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Figure6: Locationof the channelused(number3) within the 2.4-2.485GHz ISM band.
Noticealsothe"maximumhold”-shapeof the spectrum.

transferrate of a 11 Mbps connectionwas shavn to be 2.5-3 Mbps in no jamming, no
traffic situation. The receved signalof -49 dBm could be totally jammedwith a narraw-
bandjamming signal of -47 dBm. This confirmsthe theoreticalJ/S calculatedin 4.3.
Figuresb, 6 and7 presenspectrogranpicturesof thetest.

4.5 Jamming efficiencyand avoidance

The WLAN MAC-layerandthe TCP/IP protocolsrequire several pacletsto be sentin
both directionbeforeary usefuldatacanbe sent. Therefore,it is not necessaryo keep
a connectionjammedin orderto dery its use. The time betweerthe jamming periodsis
dependenbntheservicebeingjammed.

The factthat WLAN usesa very high frequeng with a low outputpower malkesit very
difficult, if notimpossiblefor theattaclerto jamanetwork within abuilding from outside.
Ontheotherhand,accessietworkslocatedoutdoorsseemvery vulnerableto jamming. It

is possibleto jamanindoorWLAN by plantingasmalldispensablgammingdeviceinside
the premises.Thatjammercould be setto startjammingat a specifictime or it could be
activatedremotely Locatingawell-hiddendispensablgammercould be difficult without
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Figure7: Narrav-bandjammingsignalusedin the jammingtests(2422MHz).

afield strengthmeteror directionfinding equipmentMoreover, deliberatgammingmight
notbethefirst causdor thenetwork problemshelocal systemadministratomvill think of.

The DSSSschemeusedby IEEE 802.11providesa roughly 10 dB processinggain, i.e.
protectionagainsjamming. Thisis notvery muchcomparedo adwancednilitary systems,
but doesmalke jammingmuchharder The protectionprovided by Direct Sequenceanbe
summariseésfollows:

1. DSSSsignalis hardto detectandthe directionof the transmitteris difficult to find.

2. In theory the transmissiorbandis hardto determine.WLAN specificationglefine
only 13 channelssoeducatedjuessesreeasyto make.

3. Thejammingrequiresa higherJ/Sratio thanagainstraditionalsignals(Processing
Gain).

4. Despreadingeducegamminginto white noise.

Becausef thelow outputpower of IEEE 802.11equipmeni@andtherelatively wide beam
widthsof WLAN NomadAccessAPs,jammingof anoutdoorWLAN is possibleandvery
effective. If someonevould wantto jam anaccessietwork, he would be ableto do that
with relatively simpleequipmensoldin openmarkets. Thejammingcould probablyeven
be carriedoutwithin theregulationsof the ISM band.

4.6 Other denial of sewvice methods

In additionto jammingand TCP/IP DOS attacks WLAN systemsare alsovulnerableto
someotherdenialof serviceattacks.Theseattacksarebriefly describechere.

TheMAC schemausedby WLAN posesaserioughreatespeciallyto poorly authenticated
AccessWLAN systemdocatedoutdoors. Any device that can submita WLAN paclet
in a CDMA/CA systemcanjam the systemby sendingthesepaclets constantly Other
stationswill think the network is occupiedand they will wait for the specifiedperiod.
In the RTS/CTSschemethe sameeffect canbe achiezed by sendingvalid RTS paclets.
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This way the jammerwould not needa high power output, but the resultswould be the
sameasin regularjamming. 802.11providesfor MAC layer encryptionandaccesson-
trol mechanismsyhich areknovn asWired EquivalentPrivacy (WEP).Using WEP, data
is encryptedwith a 40-bit RC4 algorithmandaccesgointswill authenticatestationsby
sendinghemencryptecchallengepaclets[1]. Thestationmustuseits key to encryptand
sendthe correctresponsén orderto gainnetwork accessHowever, WEPdoesnot prevent
DOS attacksthat constantlyrequestservicefrom the accesoint or replay attacksthat
malke thetransmissiorchannekeemoccupiedo otherstations.

WLAN architecturealsogivesan opportunityfor anyonetrying to attacka network: "AP
spoofing”".Every WLAN accesgointin aninfrastructurenetwork (asopposeo Ad Hoc)
hasa network name.The network namesf APs (AccessPoint)belongingto a systemare
the same. A subscribemalesthe choisebetweendifferent APs with the samenetwork
nameaccordingo the S/N of their signal. The AP with the highestS/Nis chosen.

If anattacler would setupanAP of his own closerto thesubscribeor would have a better
S/N by someothermethod,that subscibemwould connectthe the attackingAP. This AP
couldthendery all servicefrom the subscriber

It shouldbe notedherethat both theseattackscould be performedwithin the regulations
of thelSM band. As ISM is free, this would make it impossiblefor network operatordo
preventthe attacksby legal action.

5 Conclusions

Wirelessnetworksarenotvulnerableo cable-cuttingdOSattacksaswireline networks. In
wired networks, it is prettycommonfor aexcavatorto cutdug-incabling. Still, othertypes
of DOS, suchas TCP/IP DOS, are possibleand radio jamming posesa hew, dangerous
threatfor public mobile networks.

From the attacksdescribedandthe resultsstatedin this report, it becomeshvious that
jammingor denialof servicein generalwasnotvery highin priority whenthetwo systems
were designed. Both GSM and IEEE 802.11arerelatively resistantto interferencebut

theirarchitecturgdespeciallyGSM) andspectrunspreadingechniquesrenot designedo

dodgedeliberatgamming.

Protectionagainstjamming attacksis very difficult. On regulatedbandsit is easyfor
authoritiesto locatejammers sothe attacler canonly jam for limited periods.

Thejammingresistancef a mobile network canbeincreasedy severalmeans.

1. Currentlytheinfrastructureof the network often containsradiorelaylinks. If these
links arereplacedvy fiber-optic cablesthethreatof jammingis limited to theinter
facesbetweerbasestationsandsubscribers.

2. The useof highly directive antennaswith low sidelobeswill hinder jamming by
bothdirectingemittedpower towardsrecever andattenuatingeceved powver from
all otherdirectionsbut the transmitter
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3. Cellsizesof cellularnetworksshouldbeminimizedasthemaximumpower outputof
mobileequipments very limited. Smallcell sizeswill alsoincreasehe possibilities
of avoiding jammingby handwer to anothercell.

4. Useof antijammodulationschemewwill restricttheinjection of disruptingsignals.
[19]

5. Useof Frequeng Hoppingforcesthe jammerto spreadts transmissiorpowerto a
wide band[15] andreducedDirection Finding possibilities. Direct sequenceech-
niqueswill reducgammingefficiencgy throughprocessingyain. DF possibilitiesare
alsoreducedby processinggain (low S/N) andalsobecausawumerougransmitters
may transmiton the samebandsimultaneously

6. Slowing down thedataratewill increaseesistancéo jamming.As thetransmission
rate decreasesthe signal-to-noiseratio neededfor a successfutransmissiorwill
decreasandthe signalpower persymbolwill increase.

7. Compressiorof datawill allow the useof error correctionandredundang addition
onthesignal[15].

8. The benefitsof pulsedjammingcanbe negatedby effective pseudo-randorbit in-
terleaving andforwarderror correction[14].

9. Channelarchitectureshouldbe designeckeepingthe jammingthreatin mind. Hop-
ping sequenceandspreadingcodesshouldnot be broadcastedinencrypted.Syn-
chronisatiorshouldbe ashardto jam aspossibleandthe network traffic shouldnot
bereliantonjustasinglenon-frequeng-agile controlchanneksin GSM.

Antennagainis very importantin avoiding jamming. For instance,a 10 dB increasen
antennajainin bothendswill forcethejammerto increaséts effective radiatedpower by
20 dB (100timeslarger power). Also, directinga patternminimum towardsthe jammer
will furtherdecreaséheeffectsof jamming. Becausef theimportanceof antenngatterns
for jammingavoidance jammingis difficult to avoid if the jammeris locatedin the same
directionasthecommunicationgransmitter

The ideaof smartantennass to usebasestationantenngpatternsthat are not fixed, but

adaptto the currentradio conditions. This can be visualizedas the antennadirectinga

beamtoward the communicationpartneronly. By maximizing the antennagainin the

desireddirection and simultaneouslyplacing minimal radiationpatternin the directions
of the interferers,the quality of the communicationlink can be significantlyimproved.

In personabndmobile communicationsthe interferersareotherusers.Therearepapers
describingthe useof smartantennagor boththe GSM[23] andWLAN [3].

Recentlyjamminghasbeenalsousedin non-hostileapplications. In quiet spacessuch
aslibraries,jammingcanbe usedto prevent mobile phonesrom operating.In hospitals,
GSM andotherdigital signalscancausemedicalequipmento malfunction.Jammingcan
prevent GSM phonesfrom detectingbasestationsandthereforekeepphonesin receve-
only mode. Oneexampleof this kind of commercialjammingequipments the C-Guard
CellularFireWall [8]. The C-Guardandothersuchdevicescould alsobe usedwith mali-
ciousintent. For instance a burglar could useit to suppresshe alarmsentby a wireless
householdr caralarmsystem.
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This papergivessomeguidelinesof the threatposedby jammingon two popularmobile
systems. However, it is very difficult to say anything very preciseaboutthe efficiency

of jammingin a generalsituation, asthereare so mary parameters.Antennapatterns,
modulation,datarate,range terrain,weatherrecever threshold transmittempower, syn-
chronisationschemeegrror correction,processinggain, even the numberof sunspots,all

have effect on evaluatingjamming.

It could be very difficult for a userto recognisea jamming attackon a communications
system. The effects of jamming on communicationsquipmentusually resemblea bad
connectioranda deliberateattackwill not bethefirst causeof the problemthetargetwill
think of. Whenthe attackis recognisedisa deliberatgammingattack,thejammerhasto
be locatedusingdirectionfinding. It will be a lengthy procesgo recognisethe problem
andshutdown thejammer

DOSattacksemegedonthelnternetasits popularitygren andbusinesdbecamealependent
on the networks. Why would someoneavantto performa DOS attackagainsta WLAN or
a GSM network? The answeris the samewhy someonewould performa DOS attack
on the Internet: for excitement,adwenture,thrills, money, power, revenge,.... Whenthe
dependencen wirelesssystemsncreasesso doesthe probability of jammingcrime and
electromagnetiterrorism.
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